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1 Introduction
The following editor’s note is in Solution 12.

The third party identity information is needed for the called party to know more about the calling party during ringing/alerting based on which called party decides to accept or reject the call. To address the EN, it is proposed to add some examples of the third party identity in this solution. For example some of the third party identity may be
-
Name of the calling party.

-
Caller ID along with related display information that would be displayed to the called party during ringing.

-
Images, logos, pictures of faces.

-
Information related to an organization, or categories/departments of organizations and institutions the calling party belongs to.

-
Possibly other Rich Call Data (RCD) information elements.

The third party identity authentication is done by the IMS network itself or by the third party which owns the identity depends upon the use cases like on the kind of third party identities.

For a small company which has just few employees will rely or opt for the IMS network to authenticate the third party identity (like company logo or company name) before its employees are making call on behalf the company. In this case the logos can be stored in the HSS as part of the subscription profile of the employee and same will be authenticated by S-CSCF by comparing the received logos from the UE against stored logos in HSS.
But if the third party identities contains some RCD kind of elements then it may not be feasible for IMS network to do the authentication of third party identity. In this case IMS network may invoke the third party which will authenticate the identities. The third party server details will be stored in the HSS as part of employee subscription profile.
2 Proposal

It is proposed to approve following content in TR 23.700-77. 

*** BEGIN CHANGES ***
6.12
Solution #12: Verification of calling party when using third party specific identity

6.12.1
Description

This paper proposes solution for IMS network to authorize the user when user uses third party identity in the IMS session. The following are the main principles of the solution:

-
Authentication and Authorization of third party identity in each session irrespective of it is needed or not will add delay to the call setup time. Hence, IMS network shall selectively identify the session during which this third party identity authentication and authorization is needed.

-
The third party, which provides third party identity to its users to use during IMS session, will provide this information to operator and operator will have this information in the subscription profile. For example ome of the third party identity may be
             - Name of the calling party.
             - Images, logos, pictures of faces.
             - Caller ID along with related display information that would be displayed to the called party during ringing.

             - Information related to an organization, the calling party belongs to.

             - Possibly other Rich Call Data (RCD) information elements.
-
The subscription profile in the HSS for the subscriber/user (i.e. IMPU) will have one parameter which will indicate whether the authentication and authorization of third party identity is needed. In addition, subscription profile will contain the third party identities, which will be used by the user (IMPU) and optionally third party server address. If the third party identities are common/same for all the users, then the third party may create a group with the list of the third party users/IMPUs along with the third party identity and provide it to HSS through NEF.

-
During IMS session when Originating S-CSCF receives the INVITE from UE, it shall check the subscription information. If the parameter indicates that, the third party identity authentication and authorization is needed then S-CSCF will proceed.

-
The third party identity information may be retrieved from the PAI/From header or some Call-Info header (some other SIP header using which UE has sent the third party identity) by S-CSCF and then compared against the stored third party identities from the subscription profile

-
Upon a successful match, S-CSCF will invoke the Signing server (STI-AS) . This Signing server address network get it from subscription information

-
Then Signing server after receiving the INVITE from IMS originating network/S-CSCF, will add identity header and sign it as per the TS 24.229 [10].

-
Then IMS terminating network/S-CSCF will invoke verification server based on the presence of identity header. Verification server address is configured at S-CSCFs/IBCFs

-
Then Verification server will provide the validation status according to TS 24.229 [10].


6.12.2
Procedures


[image: image1.emf]UE1 O-SCSCF STI-AS T-SCSCF STI-VS HSS

1. Third Party 

Identities provision

2. UE1 is already 

registered

3. UE1 making 

call to UE2 

6. S-CSCF invokes the STI-AS 

and sends INVITE

5.S-CSCF checks the 

subscription information to 

verify third party identity 

usage and also validates the 

third party identities

Third 

Party

UE2

4. S-CSCF downloads the subscription information 

7. STI-AS signs it, add the 

Identity header and gives the 

INVITE back to S-CSCF

8. Forward the INVITE to terminating side

9. Based on the presence of 

Identity header invokes STI-VS

10. From the Identity header 

verifies the certs and provides 

the status back to S-CSCF

11. Forward the INVITE to terminating side

12. Successful Call

Third Party 

server

5a. Invoke third party 

server to authenticate third 

party identity 

5b. Third party server 

authenticates third party 

identity 


Figure 6.12.2-1: Third Party Identity verification used in an IMS session

The detailed procedure is described in Figure 6.12.2-1.

1.
Third party will provision the list of IMPUs along with the third party identity, which is common for all IMPUs. If the IMPUs use unique third party identities, which is different for each IMPUs, then these information will be shared by third party to operator and operator will provision in the subscription profile for each IMPUs in HSS.

2.
UE1 is already registered.

3.
UE1 initiate an IMS session by sending INVITE to UE2.

4.
S-CSCF download the subscription information of the IMPU from HSS.

5.
S-CSCF checks the subscription information whether the user is authorized to use the third party identity service. If the parameter is enabled, then S-CSCF extract the third party identity from the PAI/From/Call-Info header and validates against the stored third party identities for the IMPUs in the subscription profile.
5a. If third party server address is present and no third party identities are available, S-CSCF invokes third party server to authenticate third party identity.

5b. Third party provides the verification result of the third party identity. Based on third party policy, if the authentication fails, S-CSCF may reject the INVITE.
6.
Upon a successful match, S-CSCF will invoke the Signing server (STI-AS) . This Signing server address, S-CSCF may get it from subscription information. Based on third party policy, if the authentication fails, S-CSCF may reject the INVITE.
7.
Signing server after receiving the INVITE from IMS originating network/S-CSCF, will add identity header and sign it as per the TS 24.229 [10].

8.
S-CSCF forwards the INVITE to the terminating side.

9.
S-CSCF at terminating side will invoke the verification server based on the presence of Identity header and forwards the INVITE request to STI-VS

10.
Verification server will verify the Identity header using certificates and provides the validity status along with the INVITE to S-CSCF.

11.
S-CSCF at terminating side sends the INVITE towards UE2 based on the successful validation result. S-CSCF may reject the call for the unsuccessful result received from verification server.

12.
Successful call happens between UE1 & UE2.

6.12.3
Impacts on Existing Nodes and Functionality

This solution may have the following impacts to existing entities and interfaces:
HSS:

-
Third Party will provision with list of IMPUs along with third party identity and the need for third party identity authentication and authorization.

S-CSCF:

-
S-CSCF at originating side, based on parameter, which indicates the need for third party identity verification from the subscription profile and upon successful validation of the third party identity used by user invokes STI-AS.

-
S-CSCF at terminating side, will invoke STI-VS based on the presence of Identity header. Also based on the successful result from verification server it will forward the invite to called party and may reject the call for unsuccessful result.

*** END CHANGES ***
Editor's note:	The exact definition of third party identity is FFS.
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